Sicurezza Informatica

Introduzione al corso
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Obiettivo del corso

* Fornire allo studente le conoscenze e gli strumenti
adeguati:
» per poter comprendere i principali rischi derivanti dall’'uso

delle tecnologie dell'informazione indipendentemente dal
campo di applicazione delle stesse

« E conseguentemente per migliorare il livello di affidabilita dei
sistemi
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Strategia

« Fornire gli strumenti necessari per poter analizzare le
criticita in termini di sicurezza di alcune importanti

componenti software:

» Applicazioni scritte in C ( ad es. Sistema operativo, web
server, utility di sistema, ecc.)

* Applicazioni WEB
* Fornire gli strumenti fondamentali per
- Effettuare reverse engineering di applicazioni elementari

- Effettuare I'analisi dellimmagine di memoria di sistemi
(Forensics)
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Metodo

« Studiare in maniera molto approfondita

» Alcune importanti tecniche di intrusione sinora individuate
nei diversi ambiti di riferimento

 Affiancare allo studio teorico I'attivita pratica
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Programma

» Concetti preliminari:
* Linguaggio Assembler (GAS)
«  Strumenti di Debugging
 Memory Error Exploits:
« Smashing the stack
* Return to Libc
* Integer Overflow
* Reverse engineering
Introduzione alle Tecniche di Binary Analysis
Tecniche di Obfuscation dei Binari
Esempi di reverse Engineering
* Forensic
* Introduzione alle tecniche di memory forensic
* Analisi di rootkit in RAM
* Analisi di un hypervisor in RAM
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Prerequisiti

« Sistemi operativi

» Sicurezza delle reti e dei calcolatori
» Reti di calcolatori

« Linguaggio C

e Linux

* Un portatile con una macchina Linux con installato
binutils
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Esami/testl

e Esame:

- 2 prove intermedie + laboratorio

« Testi: materiale in inglese tratto da manuali, riviste e
articoli specializzati, segnalati sul sito web del corso

 http://security.di.unimi.it
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Sicurezza Informatica

Lez. 1

Elementi del linguaggio Assembler e
strumenti di debugging
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Hw di riferimento

* Non si puo parlare di assembler senza introdurre,
almeno in via preliminare, il modello di macchina a
cui il linguaggio stesso si riferisce

* Nel nostro caso opereremo inizialmente con
un’architettura Intel a 32 bit e successivamente a 64
bit

 |’ambiente di esecuzione a cui siamo interessati
Inizialmente e il seguente
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Basic Program Execution Registers

Address Space *

2% 4
Eight 32-bit |-Pi Regist:
Registers General-Purpose Registers
g:g:s%t:g Segment Registers
[ 32-bits | EFLAGS Register
[ 32-bits | EIP (Instruction Pointer Register)
FPU Registers
Eight 80-bit Floating-Point
Registers Data Registers 0
*The address space can be
- . flat or segmented. Using
Control Reglster the physical address
Status Register extension mechanism, a
. physical address space of
Tag Register Zaéy -1 can be addressed.
[] Opcode Register (11-bits)
[ 48-bits | FPU Instruction Pointer Register
[ 48-bits | FPU Data (Operand) Pointer Register
p eg
MMX Registers
Eg?e'gigé}git MMX Registers
SSE and SSE2 Registers
Eight 128-bit .
Registers XMM Registers
[ 32-bits | MXCSR Register

Figure 3-1. |A-32 Basic Execution Environment
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Reqistri General Purpose
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32-bit 16-bit 8-bit (high) 8-bit (low)
EAX AX AH AL
EBX BX BH BL
ECX CX CH CL
EDX DX DH DL
32-bit 16-bit
ESI SI
EDI DI
EBP BP
ESP SP
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Accesso ai registri

« EAX, EBX, ECX, e EDX sono registri a 32-bit

E possibile perd accedere a soli 16-bit e 8-bit
| 16-bit meno significativi di EAX sono denotati con AX

AX é ulteriormente suddiviso
« AL = 8 bit meno significativi
« AH = 8 bit piu significativi

« ESI, EDI, EBP, ESP: si puo solo accedere ai 16 bit meno
significativi

AH AL || g bits + 8 bits

AX 16 bits

EAX

32 bits
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Basic Program Execution Registers Address Space
Sixteen 64-bit 27641
Registers General-Purpose Registers
Six 16-bit .
Registers Segment Registers
[ 64-bits | RFLAGS Register
[ 64-bits | RIP (Instruction Pointer Register)
FPU Registers
Eight 80-bit . .
. Floating-Point
Registers Data Registers
Control Register
0

Status Register

16 bits Tag Register

[ ] Opcode Register (11-bits)
J
J

[ 64 bits FPU Instruction Pointer Register
[ 64 bits FPU Data (Operand) Pointer Register
MMX Registers Bounds Registers
Eight 64-bit Four 128-bit Registers
Registers MMX Registers
BNDCFGU l | BNDSTATUS
XMM Registers
Sixteen 128-bit
Registers XMM Registers
| 32-bits | MXCSR Register
YMM Registers
Sixteen 256-bit
Registers YMM Registers

Figure 3-2.

64-Bit Mode Execution Environment
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31

15 87 Q0
$rax geax %ax Return value
$rbx $ebx %ax Callee saved
$rcx tecx %cx 4th argument
$rdx tedx %dx 3rd argument
$rsi $esi $si m 2nd argument
$rdi $edi %di 1st argument
$rbp sebp  %bp Callee saved
$rsp tesp $sp ﬁ Stack pointer
$r8 $r8d  $r8w 5th argument
$r9 $r9d  *r9w 6th argument
$rlo $r10d $rllw Callee saved
$rll $rlld $rllw !%rllbl Used for linking
$r12 $r12d $rl2w Unused for C
$r13 $r13d $rl3w Callee saved
$rld $rldd %rldw $rl4b| Callee saved
$rl5 %rl5d %rl5w Callee saved

Figure 2: Integer registers. The existing eight registers are extended to 64-bit versions, and eight new
registers are added. Each register can be accessed as either 8 bits (byte), 16 bits (word), 32 bits (double

word), or 64 bits (quad word).
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Segment Registers

Segment registers hold the segment address of various items.
They can only be set by a general register or special
instructions. Some of them are critical for the good execution of
the program

CS : Holds the Code segment in which your program runs. Changing
its value might make the computer hang.

DS: Holds the Data segment that your program accesses. Changing
its value might give erronous data.

ES,FS,GS: These are extra segment registers available for far
pointer addressing like video memory and such.

SS : Holds the Stack segment your program uses. Sometimes has
the same value as DS. Changing its value can give unpredictable
results, mostly data related.
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Segment Register

* Visible Part= 16-bit Segment Register
- CS,SS,DS,ES, FS,e GS

 Invisible part = Segment Descriptor (64 bits)

Visible part Invisible part
Segment selector CS
Segment selector SS
Segment selector DS
Segment selector ES
Segment selector ES
Segment selector GS
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Further Registers

« The EFLAGS (RFLAGYS) is a 32/64-bit register used
as a collection of bits representing Boolean values to
store the results of operations and the state of the
processor

« The EIP (RIP) register contains the address of the
next instruction to be executed if no branching is
done. EIP can only be read through the stack after a
call instruction.

« Control registers, processor registers which change
or control the general behavior of a CPU (%cr0-%:cr4)
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EFLAGS

3 2212019181716151413121110 9 8 76 S 4 3 2 1 O

v|v
1 Alv|R|g|N olo|1|T|s]|z|.|AlAlP|,]C
Reserved (setto0) ||| !|c|ulsl2]T HEEGEHE RS B

~ OO~

ID — Identification Flag
VIP — Virtual Interrupt Pending———
VIF — Virtual Interrupt Flag
AC — Alignment Check
VM — Virtual-8086 Mode
RF — Resume Flag
NT — Nested Task Flag
IOPL— /O Privilege Level
IF — Interrupt Enable Flag
TF —Trap Flag

]:[ Reserved

Figure 2-4. System Flags in the EFLAGS Register
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ASSEMBLY: A PRIMER
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Data Types

7 0
Byte
N
15 87 0
B ] vor
N+1 N
31 16 15 0
High Word | Low Word | Doubleword
N+2 N
63 32 31 0
High Doubleword Low Doubleword Quadword
N+4 N
127 64 63 0
High Quadword Low Quadword &:gﬁo od
N+8 N

A.A.2015/2016

Figure 4-1. Fundamental Data Types
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Data Sizes

 Three main data sizes
- Byte (b): 1 byte
- Word (w): 2 bytes
* Long (I): 4 bytes
* Quad (q): 8 bytes

« Separate assembly-language instructions
- E.g., addb, addw, addl, addq
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Declaring variables

.byte

- Bytes take up one storage location for each number. They are limited to
numbers between 0 and 255.

.int

* Ints (which differ from the int instruction) take up two storage locations for
each number. These are limited to numbers between 0 and 65535.

long

« Longs take up four storage locations. They can hold numbers between 0O
and 4294967295.

.quad

« quads take up eigth storage locations.

.ascii

« The .ascii directive is to enter in characters into memory. Characters each
take up one storage location (they are converted into bytes internally). So, if
you gave the directive .ascii "Hello there\0", the assembler would reserve
12 storage locations (bytes).
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Declaring Data

.section .data # section declaration
msg: .ascii "Introduci il numero:\n" # our dear string
len = . - msg # lunghezza messaggio
dieci: Jdong 10
nrochar: .word O
zero: .byte O
num: Jdong O
numz2: dong 0
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Dec HxOct Char Dec Hx Oct Html Chr [Dec Hx Oct Html Chr| Dec Hx Oct Html Chr
0 0 000 NUL (null) 32 20 040 &#32; Space| 64 40 100 &«#64; [ 96 60 140 &#96;
1l 1 001 S0H (start of heading) 33 21 041 &#33; ! 65 41 101 &«#65; 4 97 61 141 &«#97; a
2 2 002 5TX (start of text) 34 22 042 &«#34; 7 66 42 102 &«#66; B 98 62 142 &«#98; b
3 3 003 ETX (end of text) 35 23 043 &«#35; # 67 43 103 &«#67; C 99 63 143 &#99; C
4 4 004 EOT (end of transmission) 36 24 044 &«#36; § 68 44 104 «#68; D |100 64 144 &#100; d
5 5 005 ENQ (encquiry) 37 25 045 &«#37; % 69 45 105 &«#69; E (101 65 145 &«#1l01; e
6 6 006 ACK (acknowledge) 38 26 046 &#38; & 70 46 106 &«#70; F |102 66 146 &#l02; €
7 7 007 BEL (bell) 39 27 047 &«#39; ' 71 47 107 «#71; G (103 67 147 &#103; 0
& © 010 BES (backspace) 40 28 050 &«#40; | 72 48 110 &#72; H |104 68 150 &#104; h
9 9 011 TAE (horizontal tab) 41 29 051 &«#4l; ) 73 49 111 &«#73; I |105 69 151 &#l05; 1
10 A 012 LF (NL line feed, new line)| 42 24 052 &«#d42; * 74 44 112 «#74; J |106 6A 152 &#106; J
11 B 013 VT (wertical tab) 43 2B 053 &#43; + 75 4B 113 &«#75; K |107 6B 153 &#107; k
12 C 014 FF (NP form feed, new page)| 44 2C 054 &«#44; , 76 4C 114 «#76; L (108 6C 154 &«#108; 1
13 D 015 CR (carriage return) 45 2D 055 &«#45; - 77 4D 115 &«#77; M 109 6D 155 &«#109; n
14 E 016 50 (shift out) 46 ZE 056 &«#46; . 78 4E 116 &«#768; N |110 6E 156 &#110; n
15 F 017 5I (shift in) 47 2F 057 «#47; / 79 4F 117 «#79; 0 |111 6F 157 &#lll; O
16 10 020 DLE (data link escape) 43 30 060 &#43; 0 80 50 120 «#580; P (112 70 160 &#ll2; p
17 11 021 DC1l (dewvice control 1) 49 31 061 &#49; 1 81 51 121 &«#81; 0 [113 71 161 &#113; O
18 12 022 DCZ (device control 2) 50 32 062 &«#50; 2 82 52 122 &«#82; R (114 72 162 &#1l4; ¢
19 13 023 DC3 (dewvice control 3) 51 33 063 &«#51; 3 83 53 123 «#837 5 (115 73 163 &#ll5; =
20 14 024 DC4 (device control 4) 52 34 064 &#52; 4 84 54 124 «#84; T (116 74 164 &#ll6; ©
21 15 025 NAK (negative acknowledge) 53 35 065 &#53; 5 85 55 125 «#85; U |117 75 165 &#l17; u
22 16 026 SYN (synchronous idle) 54 36 066 &«#54; 6 86 56 126 &«#86; V (118 76 166 &#ll8; v
23 17 027 ETE (end of trans. block) 55 37 067 &#55; 7 87 57 127 &«#87: W [119 77 167 &#l1l19; w
24 18 030 CAN (cancel) 56 38 070 &«#56; © 88 58 130 «#388; X (120 78 170 &#120; X
25 19 031 EM  (end of medium) 57 39 071 &«#57; 9 89 59 131 «#89; ¥ (121 79 171 &#l21; ¥
26 14 032 SUE (substitute) 58 34 072 &#58; : 90 S5A 132 &«#90; Z (122 7A 172 &«#l22; 2
27 1B 033 ESC (escape) 59 3B 073 &«#59; ; 91 5B 133 &«#91; [ (123 7B 173 &#123; {
28 1C 034 F5 (file separator) 60 3C 074 &«#60; < 92 5C 134 &«#92; % |124 7C 174 «#124;
29 1D 035 G5 (group separator) 61 3D 075 &#61; = 93 5D 135 &«#93; ] |125 7D 175 &#125; }
30 1E 036 RS (record separator) 62 3E 076 &#62; > 94 SE 136 «#94; ~ |126 7E 176 &#126; ~
31 1F 037 US {unit separator) 63 3F 077 &#63; 2 95 SF 137 &«#95; _ (127 7F 177 &#127; DEL

Source: www.LookupTables.com



Little endian

* Intel is a little endian architecture

» Least significant byte of multi-byte entity is stored at
lowest memory address: “Little end goes first”

e Es.: il dato 0x44332211 viene memorizzato
00010001 00010010 00110011 01000100

0x1000 0x1001 0x1002 0x1003

 If we display the memory dump of the same number
0x44332211 stored in memory at address 101 in
Little-Endian order, we see something like this:

ADDRESS: —————————— MEMORY BYTES —-————————-
100: 00 11 22 33 44 00 00 00 00 0O ...
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Big endian

Some other systems use big endian

Most significant byte of multi-byte entity is stored at
lowest memory address: “Big end goes first”

Es.: data 0x44332211 is stored as

01000100 00110011 00010001 00010001

0x1000 0x1001 0x1002 0x1003

If we display the memory dump of the same number
0x44332211 stored in memory at address 101 in
Little-Endian order, we see something like this:

ADDRESS: —————————— MEMORY BYTES -————————-

100: 00 44 33 22 11 00 00 00 0O OO ...
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GAS Instruction Format

« General format:

¥ [prefix] opcode operands
* Prefix used only in String Functions
* Operands

 Single operand instruction: opcode src

* Two operand instruction : opcode src,dest

» src & dest represent the source and destination operands
respectively
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Loading and Storing Data

« Data can be stored in:
* Registers
« Variables

« Variables are stored in memory

« Registers are “special” memory locations directly
accessible by the processor

* The processor can only manipulate data inside
registers

« We need instruction to load from and store to memory
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Accessing data

* Processors have many ways to access data known
as “addressing modes”

* Register addressing: simply moves data in or out of a
register
« Example: movl %edx, %ecx

movqg %rdx, $%$rcx

« Choice of register(s) embedded in the instruction
« Copy value in register EDX into register ECX
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Immediate Addressing

* Immediate mode is used to load direct values into
registers. For example, if you wanted to load the
number 12 into %eax, you would simply do the

following:
movl $12, % eax

* Notice that to indicate immediate mode, we used a
dollar sign in front of the number. If we did not, it
would be direct addressing mode, in which case the
value located at memory location 12 would be loaded
into %eax rather than the number 12 itself
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Direct Addressing

* Load or store from a particular memory location
» Memory address is embedded in the instruction
* Instruction reads from or writes to that address

e movl 2000, %ecx
* Four-byte variable located at address 2000
- Read the four bytes value contained at location 2000
- Load the value into the ECX register

« Can use a label for (human) readability
* E.g., “" to allow “movl i, %eax”
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Indirect Addressing

Load or store from a previously-computed address
* Register with the address is an operand in the instruction
* Instruction reads from or writes to that address

Example: movl (%eax), %ecx
- EAX register stores a 32-bit address (e.g., 2000)
* Read long-word variable stored at that address
- Load the value into the ECX register

Dynamically allocated data referenced by a pointer
The “(%eax)” essentially dereferences a pointer
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Base pointer addressing

* Load or store with an offset from a base address
» Register storing the base address
* Fixed offset also embedded in the instruction
 Instruction computes the address and does access

« Example: movl 8(%eax), %ecx
- EAXregister stores a 32-bit base address (e.g., 2000)
« Offset of 8 is added to compute address (e.g., 2008)
* Read long-word variable stored at that address
« Load the value into the ECX register
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Indexed Addressing Example

int a[20];

int i, sum=0;
for (i=0; i<20; i++)
sum += a[i];

movl $0, %eax

eax = ?7?
ebx = ?7?
ecx = 77
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Summary

* |Immediate addressing: data stored in the instruction itself

* movl $10, %ecx

* Register addressing: data stored in a register

°* movl %eax, %ecx

« Direct addressing: address stored in instruction

* movl foo, %ecx

* Indirect addressing: address stored in a register

°* movl (%eax), %ecx

« Base pointer addressing: includes an offset as well

°* movl 4(%eax), %ecx

* Indexed addressing: instruction contains base address, and
specifies an index register and a multiplier (1, 2, 4, or 8)

* movl 2000(,%eax,1l), %secXx
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Arithmetic Instructions

« Simple instructions

e add{b,w,1,q}
sub{b,w,1,q}
e inc{b,w,1,q}
e dec{b,w,1,q}
* neg{b,w,1,q}

e cmp{b,w,1,q}

A.A.2015/2016

source,
source,
dest
dest
dest

sourcel,

dest dest = source + dest
dest dest = dest — source
dest = dest + 1
dest = dest — 1
dest = ~dest + 1
source2 source2 — source
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Mul/Div

*  Multiply
* mul (unsigned) or imul (signed)

e (i)mul s,register performs multiplication and stores the
result in the second operand. If the second operand is left out, it
is assumed to be %eax, and the full result is stored in the
double-word %edx:%eax

* Divide
e div (unsigned) or idiv (signed)

e (i)div s divides the contents of the double-word contained
in the combined %edx:%eax registers by the value in the
register or memory location specified. The %eax register

contains the resulting quotient, and the %edx register contains
the resulting remainder
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Bitwise logic instructions

« Simple instructions

* and{b,w,1,q}

source, dest

e or{b,w,1,q} source, dest

e xor{b,w,1l,q}
* not{b,w,1,q}
e sal{b,w,1,q}
e sar{b,w,1l,q}

A.A.2015/2016

source, dest
dest
source, dest

source, dest

dest = source & dest
dest = source | dest
dest = source * dest
dest = ~dest

dest = dest << source
dest = dest >> source
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Control Flow

« We obtain contro flow using two instructions:
cmpl SO0, %eax
je end loop

« The first one is the cmpl instruction which compares
two values, and stores the result of the comparison in
the status register EFLAGS. Notice that the
comparison is to see if the second value is greater
than the first

 The second one is the flow control instruction JUMP
which says to jump to the end_loop depending on the
values stored in the status register and on the
condition expressed
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Types of Jumps

 je: Jump if the values were equal

* jg: Jump if the second value was greater than the first
value

 jge: Jump if the second value was greater than or
equal to the first value

* jl: Jump if the second value was less than the first
value

* jle: Jump if the second value was less than or equal
to the first value

* jmp:Jump no matter what. This does not need to be
preceeded by a comparison
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/0

« Initially we will use system calls for performing the
basic |/O operations

» Linux system calls are called in the following way:

* You put the system call number in %eax (we're dealing with
32-bit registers here, remember)

* You set up the arguments to the system call in %ebx, %ecx,
etc.

* You call the relevant interrupt (for Linux, 80h)
* The result is usually returned in EAX
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Exit Syscall

* Some example code always helps:

movl $1,%eax # The exit syscall number

mov S0, %ebx # Have an exit code of 0
int $80h # Interrupt 80h

« But how do you find out what these system calls are,
and what they do, and what arguments they take?
Firstly, all the syscalls are listed in /usr/include/asm/
unistd.h
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Important Linux Syscalls

exit Return Exits the
value program
3 read File Buffer Buffer size Read into
descriptor  start the given
(O for stdin) buffer
4 write File Buffer Buffer size Writes the
descriptor  start buffer to
(1 for stout) the file
descriptor
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syscall write

Function Definition

size_t write(int fildes, const void *buf, size_t nbytes);

Field Description

int The file descriptor of where to write the output. You can either use a file descriptor

fildes obtained from the open system call, or you can use 0, 1, or 2, to refer to standard
input, standard output, or standard error, respectively.

const

void A null terminated character string of the content to write.

*buf

size_t | The number of bytes to write. If smaller than the provided buffer, the output is

nbytes | truncated.

return | Returns the number of bytes that were written. If value is negative, then the

value system call returned an error.

AA.
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Example

.text # section declaration
# we must export the entry point to the ELF linker or

.global start # loader. They conventionally recognize _start as
# entry point. Use 1ld -e foo to override the default

_start:

# write our string to stdout

movl $len, %edx # third argument: message length
movl Smsg, ¥ecx # second argument: pointer to msg
movl $1,%ebx # first argument: file handle (stdout)
movl $4,%eax # system call number (sys write)
int $0x80 # call kernel and exit
movl S0, %ebx # first argument: exit code
movl $1,%eax # system call number (sys exit)
int $S0x80 # call kernel

.data # section declaration

msg: .ascii "Hello, world!\n"# our dear string
len = . - msg # length of our dear string
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From .s to executables
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From assembler to executable

In order to be executed by a processor an assembler
program has to be translated in machine language

In order to accomplish such a task we need the

following tools:
- Assembler
* Linker
- Loader
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Compiling & Linking

 To assembly the program type in the command
as name.s -0 name.o
« asis the command which runs the assembler, name.s is the
source file, and —o name.o tells the assemble to put it's output in
the file name.o which is an object file. An object file is code that
is in the machine’s language, but has not been completely
finalized
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Assembler

Reads and Uses Directives

Replace Pseudoinstructions
Produce Machine Language
Creates Object File (.o files)
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Assembler Directives/Pseudo

Give directions to assembler, but do not produce
machine instructions, e.g.

¥ .text :Subsequentitems putin user text segment

¥ .data :Subsequentitems putin user data segment

¥ . globl sym: declares sym global and can be referenced from
other files

¥ . asciiz  str : Store the string str in memory and null-
terminate it

Pseudo: variations of machine language instructions
introduced for simplifying the programming task
* pseudo are translated in the corresponding real instruction
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Translating in machine language

« Many instructions can be assembled independently
* pushl %edx
e movl S0, %eax
e addl %ebx, %ecx
« But, some make references to other data or code
°* jne skip
e pushl $msg
e call printf

* Need to fill in those references to generate a final
executable binary
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2 phase assembler

 Pass1: Assembler traverses assembly program to create a
symbol table

Key: label

Value: information about label (Label name, which section, what
offset within that section, ...)

« Pass 2: Assembler traverses assembly program again to
create...

RODATA section
DATA section
BSS section
TEXT section

Relocation record section
« Each relocation record indicates an area that the linker must patch
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Example

.text # section declaration
# we must export the entry point to the ELF linker or

.global start # loader. They conventionally recognize _start as
# entry point. Use 1ld -e foo to override the default

_start:

# write our string to stdout

movl $len, %edx # third argument: message length
movl Smsg, ¥ecx # second argument: pointer to msg
movl $1,%ebx # first argument: file handle (stdout)
movl $4,%eax # system call number (sys write)
int $0x80 # call kernel and exit
movl S0, %ebx # first argument: exit code
movl $1,%eax # system call number (sys exit)
int $S0x80 # call kernel

.data # section declaration

msg: .ascii "Hello, world!\n"# our dear string
len = . - msg # length of our dear string
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Sections

danilo@muffet:~$ objdump -h hello.o

hello.o: file format elf32-i386
Sections:
Idx Name Size VMA LMA File off
Algn
0 .text 00000022 00000000 00000000 00000034 2**2
CONTENTS, ALLOC, LOAD, RELOC, READONLY, CODE
1 .data 0000000e 00000000 00000000 00000058 2**2
CONTENTS, ALLOC, LOAD, DATA
2 .bss 00000000 00000000 00000000 00000068 2**2
ALLOC
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Contenuto Sezioni

danilo@muffet:~$ objdump -s hello.o
hello.o: file format el£32-i1386

Contents of section .text:
0000 ba0e0000 0090000 0000bb01 000000b8 ..eceeeeececoccsns
0010 04000000 cd80bb00 000000b8 01000000 .«eveeeeeeocoocaoos
0020 cd8o

Contents of section .data:
0000 48656c6c 6£f2c2077 6f726c64 210a Hello, world!.

A.A. 2015/2016 Sicurezza Informatica © Danilo Bruschi



Linker

« Symbols have to be relocated

* In most large programs, you will have several source
files, and you will convert each one into an object file.

* The linker is the program that is responsible for
putting the object files together and adding
information to it so that the kernel knows how to load
and run it.

 To link the file, enter the command

1d name.o -0 name
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Linker

« Combines several object (.0) files into a single
executable (AkingAy(when needed)

« Enable Separate Compilation of files

« Changes to one file do not require recompilation of whole
program

« Works in two phases: resolution and relocation
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Linker

« Step 1: Take text segment from each .o file and put
them together.

« Step 2: Take data segment from each .o file, put
them together, and concatenate this onto end of text
segments.

« Step 3: Resolve References

* Go through Relocation Table and handle each entry
 That s, fill in all absolute addresses
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Resolving References (1/2)

« Linker assumes first word of first text segment is at
address 0x00000000.

 Linker knows:

* length of each text and data segment
- ordering of text and data segments

 Linker calculates:

 absolute address of each label to be jumped to (internal or
external) and each piece of data being referenced
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Resolving References (2/2)

 To resolve references:
- search for reference (data or label) in all symbol tables
- if not found, search library files (for example, for printf )
« once absolute address is determined, fill in the machine
code appropriately

« Qutput of linker: executable file containing text and
data (plus header) (.elf or PE)
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Sezioni eseguibile

danilo@muffet:~$ objdump -h hello

hello:
Sections:
Idx Name

0 .text

1 .data

A.A.2015/2016

file format elf32-i386

Size
00000022
CONTENTS,
0000000e
CONTENTS,

VMA LMA File off Algn
08048074 08048074 00000074 2**2
ALLOC, LOAD, READONLY, CODE
08049098 08049098 00000098 2**2
ALLOC, LOAD, DATA
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Executing

* You can run the executable prog by typing in the
command

. /prog

 The ./is used to tell the computer that the program
isn’t in one of the normal program directories, but is
the current directory instead
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Loader |

 Executable files are stored on disk

 When one is run, loaderAdijob is to load it into
memory and start it running:

 Reads executable fileAsiheader to determine size of text and
data segments

* Creates new address space for program large enough to
hold text and data segments, along with a stack segment

« Copies instructions and data from executable file into the
new address space (this may be anywhere in memory)
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Loader |

« Copies arguments passed to the program onto the
stack
 Initializes machine registers

* Most registers cleared, but stack pointer assigned address of
1st free stack location

« Jumps to start-up routine that copies programAsi
arguments from stack to registers and sets the PC

* If main routine returns, start-up routine terminates program
with the exit system call
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Exercise

* Load, compile and execute the “Hello World!”
program
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Debugging

* |n assembly language, even minor errors usually
have results such as the whole program crashing with
a segmentation fault error

* Therefore, to aid in determining the source of errors,
you must use a source debugger

* The debugger we will be looking at is GDB - the GNU
Debugger

|t can debug programs in multiple programming
languages, including assembly language
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Debugging

 To run a program under gdb you need to have the
assembler include debugging information in the
executable. All you need to do to enable this is to add
the --gstabs option to the as command. So, you
would assembile it like this:

as —--gstabs name.s —0 name.o
* Linking would be the same as normal

* Now, to run the program under the debugger, you
would type in

gdb name
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gdb

GNU gdb Red Hat Linux (5.2.1-4)

Copyright 2002 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public
License, and you are welcome to change it and/or
distribute copies of it under certain conditions. Type
"show copying" to see the conditions. There is
absolutely no warranty for GDB. Type "show warranty"
for details.

This GDB was configured as "i386-redhat-linux"...

(gdb)

« At this point, the program is loaded, but is not running yet. The
debugger is waiting your command. To run your program, just type in
run.
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Some commands

* A breakpoint is a place in the source code that you
have marked to indicate to the debugger that it
should stop the program when it hits that point

« To set breakpoints you have to set them up before
you run the program. Before issuing the run
command, you can set up breakpoints using the
break command

 For example, to break on line 27, issue the command
break 27. Then, when the program crosses line 27, it
will stop running, and print out the current line and
Instruction.
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Some commands

« To follow the flow of a program, keep on entering
stepi (for "step instruction"), which will cause the
computer to execute one instruction at a time

« To check the contents of register in GDB either use
the command info register orprint/ $eax
to print register eax in hexadecimal, or do print/d
Seax to printitin decimal

e x/nx addr: print the hexadecimal content of n
words starting from memory address addr

e set {char-int} addr = data
* For other command see the help command
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Exercise

1. Debug and correct the Hello World program,

2. Using GDB, modify the EXECUTABLE so that it
prints “Hello, Milan!”

« Write a program for reading a number from keyboard
and print it out
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Homework

* Write an assembly program which reads as input two
positive integer numbers and print the difference
between the first and the second one (you can
assume that the difference will never be negative)
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