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Buffer Overflow
● A buffer overflow is a bug that affects low-level code, typically in C and C++, 

with significant security implications.
● Normally, a program with this bug will simply crash

● But an attacker can alter the situations that cause the program to do much 
worse

○ Steal private information (e.g., Heartbleed)

○ Corrupt valuable information

○ Run code of the attacker’s choice



Why there are so important?
● Buffer overflows are still relevant today

○  C and C++ are still popular
○ Buffer overflows still occur with regularity

● They have a long history
○ Many different approaches developed to defend                                                                               

against them, and bugs like them.

● They share common features with other bugs that                                             
we will study

○ In how the attack works
○ In how to defend against it



C and C++ still very popular



Critical systems in C/C++
● Most OS kernels and utilities

○ Fingerd, X windows server, shell

● Many high-performance servers
○ Microsoft IIS, Apache httpd, nginx
○ Microsoft SQL server, MySQL, redis, memcached

● Many embedded systems
○ Mars rover, industrial control systems, automobiles



History of buffer overflows
● 1988 Morris Worm, Propagated across machines (too aggressively, thanks 

to a bug)

● One way it propagated was a buffer overflow attack against a vulnerable 
version of fingerd on VAXes

● Sent a special string to the finger daemon, which caused it to execute               
code that created a new worm copy

● End result: $10-100M in damages, probation, community service



History of buffer overflows

● 2001 Code Red, Exploited an overflow in the MS-IIS server, 300,000 
machines infected in 14 hours.

● 2003 SQL slammer, Exploited an overflow in the MS-SQL server, 75,000 
machines infected in 10 minutes.
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What we’ll do

● Understand how these attacks work, and how to                                                  
defend against them

● These require knowledge about:
○ The compiler
○ The OS
○ The architecture


